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Data Salting

A concept that pertains to password hashing using salt,
which a randomly generated, fixed-length value that is
designed to be unique with each user password. Data
Salting adds a layer of security to the hashing process,
specifically against brute force attacks. Salt re-use can
cause users with the same password to have the same
hash, which is dangerous as cracking a single hash can

result in other passwords being compromised too.
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¢ Despite organizations’ attempt
to secure the passwords by
hashing and salting them, they
faced a total cost of $3,288.34
million from 2005 — 2017 due to
data breaches
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¢ Don’t use a systemwide salt
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